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Abstract—We present a technique of providing resiliency in
a computer network which some mission-critical applications
require. The technique involves the use of redundancy through
packet duplication and transmission over multiple disjoint paths
between a pair of nodes in a network. To create a general-
purpose resiliency system, we introduce a new network element,
a Redundancy Controller (RC) that establishes and maintains
the redundancy end hosts request. An RC also monitors path
performance and replaces poorly performing paths. End users
are able to specify criteria required for the performance of paths.
The paper reports on work in progress. It outlines the motivation
behind the project and describes our implementation plan.

Index Terms—Software Defined Networking, network reliabil-
ity, redundant paths, mission-critical applications, OpenFlow.

I. INTRODUCTION

The Internet has been tremendously successful in providing
connectivity between pairs of end systems. A key to success
lies in the use of the Internet Protocol (IP), which handles ad-
dressing and defines a virtual packet format that is independent
of the underlying hardware. Despite its advantages, IP follows
a best-effort delivery model, which means datagrams can be
lost, delayed, duplicated, or can arrive out of order. Most
applications rely on Transmission Control Protocol (TCP), a
layer 4 protocol. to guarantee reliable, in-order data delivery.
To ensure all data reaches the destination correctly, TCP
employs techniques of congestion avoidance and flow control
as well as the key technique of timeout-and-retransmission.

Although most applications work well with the service
TCP provides, mission-critical applications cannot tolerate
the long delays associated with retransmission. In particular,
applications associated with the Internet of Things (IoT) often
need undelayed, uninterrupted service. They simply cannot
wait for TCP to timeout and retransmit lost data. For example,
consider the following uses of a network in which constant
communication is essential.

∙ Remote surgery (a.k.a Telesurgery) consists of a robot
surgical system controlled by a surgeon who may not be
physically present at the same location as the robot. One
application of telesurgery arises from medical support to
space missions [1].

∙ Rescue robots are used in natural or man-made dis-
asters where the disaster leads to an environment that
is hazardous to humans [2]. One such example is the
nuclear power reactor meltdown following tsunami in
the Fukushima nuclear power plants in Japan. Robots
were sent in to perform the repair work because radiation

levels were dangerous for humans. The robots need
constant network connectivity because they are controlled
remotely and must perform delicate repair operations with
precision.

If mission-critical applications use TCP to provide reliable
data delivery, communication will experience delays when
packet drops occur or the network path becomes congested.
Retransmission delays are unacceptable for time critical
applications like those mentioned above, especially in cases
where delays affect human life or safety. Such applications
typically impose an upper bound on the acceptable latency. It
is important to understand that the problem cannot be solved
by making protocol improvements to TCP because protocols
cannot use retransmission to compensate for delays caused
by congestion or loss along the underlying network path.

An effective solution to provide uninterrupted service in a
system consists of using redundancy. Many network elements
already use redundant hardware that maintains hot or cold
stand-by mechanisms in high-priority situations. Applying
the same principle broadly to network packets provides a
solution to the problem described above. If each packet is
duplicated and sent along disjoint paths to the destination, the
probability of delay due to loss or congestion can be reduced.
Going one step further, a feedback system can be used to
monitor the performance of each path and replace any path
that is performing poorly with a new path that performs better.

A key requirement is needed to make the redundant solution
viable: duplicated packets must be sent along disjoint paths.
Traditional IP routing protocols (e.g., RIP and OSPF) use a
next-hop forwarding paradigm that forwards a packet based
on the IP destination address. Thus, in a traditional IP routing
system, all packets to a given destination follow the same path
because they contain the same destination address. To ensure
copies of a packet follow disjoint paths, the network system
must support a forwarding paradigm that honors multiple
paths and allows software to map each redundant copy of a
packet onto a specific path. The paradigm known as Software
Defined Networking (SDN) offers one way to achieve the goal.

Traditional networks utilize distributed routing algorithms
to compute next-hop forwarding tables and dedicated
hardware that uses the tables to forward packets, monitor
data flows, and detect link failures. A vendor who creates
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a traditional network element combines routing protocols,
forwarding mechanisms, and management software into
each device. SDN decouples control functions from data
forwarding, allowing software modules running outside a
given network element to specify and configure forwarding
rules rather than integrating control functions in a device that
also performs the data forwarding function [3], [4]. SDN
simplifies and unifies control of a network by allowing a
centralized software system to apply uniform rules across a
set of network switches. When using SDN, individual data
flows can be configured in a set of network devices and the
characteristics of the devices can be altered by a centralized
controller – a piece of software running on a conventional
server (possibly a VM) that accepts policies from a network
administrator and implements the policies on network devices
without requiring an administrator to access and and configure
each individual device. The OpenFlow protocol [5] provides
the most widely-used mechanism to realize the separation
of control and data planes. A logically centralized controller
can use OpenFlow to add or remove data plane forwarding
rules in OpenFlow-enabled switches. The forwarding rules
specify the use of fields in the layer 2 frame header, the IP
header, the TCP header, or other information, including the
switch port on which a packet arrives. We have chosen to
use OpenFlow to allow our software system to install and
manage redundant paths.

The rest of the paper is organized as follows: the following
section presents a brief survey of related work. Section III
presents proposed redundancy control framework. Program-
ming language and experimental environment are described in
Section IV. Finally, Section V concludes the paper.

II. RELATED WORK

Networking researchers and engineers have explored a
variety of ways in which redundancy can be used in computer
networks. We present a few related projects here.

Multipath TCP (MPTCP): provides higher throughput by
dividing a single TCP flow into subflows carried on multiple
paths between the peers. Although MPTCP primarily focuses
on increased performance, resilience and improved resource
utilization can be achieved by mapping subflows to the same
sequence space [6]. MPTCP is an extension of TCP, and as
such cannot be used for other Transport Layer protocols,
such as UDP. Our solution works with any Transport Layer
protocol and does not require any changes to the protocols
whatsoever.

Duplicating RTP Streams: The Real-Time Transport Pro-
tocol(RTP) is used to transport real-time multimedia sessions
like IPTV. The work acknowledges that that some mission-
critical applications cannot tolerate delays due to packet loss
or network congestion. The work uses duplicate RTP streams
to achieve resiliency. However, conventional IP forwarding is
used in the work. All duplicate packets have the same IP

header, which means that instead of sending the streams over
diverse paths, all copies are sent along the same underlying
path [7]. Our solution uses a new network element and
Software Defined Networking to create disjoint paths and to
send duplicated packets across disjoint paths.

Fast Recovery in Software Defined Networking: In [8]
a fast recovery method is proposed based on combination
of failover schema that relies on link failure detection and
primary and backup paths that are installed by using a central
OpenFlow controller. The method proposed in the paper uses
Bi-directional Forwarding Detection for link failure detection.

III. PROPOSED REDUNDANCY CONTROL FRAMEWORK

In this section, we present a short description of the archi-
tecture and functionality of our proposed framework.

A. Redundancy Controller

Duplicating packets and sending them along disjoint paths
reduces the probability of delays due to packet loss or link
failures. The duplication of packets in a flow can be achieved
in the source host, provided protocol software on the host
can be modified. The need to change network software in an
end host makes the approach unattractive. As an alternative,
duplication of packets can be performed by a network
element along the path from source to destination, such as an
OpenFlow-enabled switch. On the sending side, Openflow [5]
allows a manager to configure rules that cause a packet to be
duplicated and the copies forwarded to multiple output ports.
On the receiving side, however, OpenFlow does not provide
feedback on the performance of a path. The statistics that
OpenFlow provides are limited to basic information, such as
the number of packets that have matched a particular flow rule.

One way to measure the performance of a path, consists of
counting packets to compute the number of packets dropped
along the path. Although it suffices as a measure for lossy
paths, packet loss does not account for delays caused by
congestion along the path. Congestion can be estimated by
measuring the differential delay between packets arriving on
redundant paths. We define differential delay as follows: if
a packet 𝑃 arrives at time 𝑡, and a duplicate of 𝑃 arrives
at time 𝑡 + 𝑑, the instantaneous differential delay is 𝑑. We
are using the existence of disjoint paths to measure the
relative congestion along the slowest path. Unfortunately,
the current capabilities of OpenFlow make it impossible
to use an Openflow-enabled switch to compute differential
delay. Therefore, we propose a new network element called
Redundancy Controller (RC).

We will place an RC at each attachment point on a network,
which means a pair of RCs will lie between any two hosts,
one near one of the hosts and the other near the other host.
An RC is responsible for setting up multiple disjoint paths
as needed, duplicating outgoing packets and forwarding each
copy along one of the paths, monitoring path performance,
and replacing paths that perform poorly relative to other paths
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of the same flow. Each host will be connected to an RC, and
the RC will have at least two independent connections to the
network. In essence, RCs will be present on the edge of the
network, and when a host requests redundant service, the
RC near the host will set up redundant paths to the RC near
the destination host. That is, a flow between two hosts will
involve two RCs at either end of the network. In terms of
data handling, the RCs operate symmetrically – each RC will
duplicate packets that arrive from the local host and send the
packets along redundant paths to the RC near the other host
(the paths will be installed using OpenFlow before packets
flow across the connection). Although multiple copies of a
given packet arrive at the RC connected to the destination,
the RC only forwards one copy to the destination host. The
RC logs the each packet arrival along with a timestamp,
and uses the log to calculate the differential delay. However,
subsequent copies are only used to assess path performance;
a host only receives the first copy that arrives.

Observe that our architecture places an RC inline (i.e., in
the data path). Because an RC performs operations on each
incoming packet (either duplicating the packet or logging
the timestamp), an RC introduces additional latency. For our
prototype, an RC is an 𝑥86 machine running Linux. Clearly
such a system can become the bottleneck in a network of
high-speed switches. Using techniques like Kernel Bypass
Networking for the Ethernet driver [9], the bottleneck can be
significantly reduced or eliminated. Kernel-bypass can handle
network traffic of 10 Gbps, which means that an RC handling
each packet will not introduce any significant delays. At higher
network speeds, the RC functionality will have to be imple-
mented in hardware (e.g., in the switch forwarding hardware).
Our project focuses on functionality; we are satisfied that
higher speed solutions are possible.

Figure 1 illustrates the role and position of RCs in the
network topology.

HOST

Feedback loop between the RCs to exchange information about path performance

Fig. 1. The role and position of RCs in the network topology

B. SDN Controller

OpenDaylight [10], which is an OpenFlow controller is
used to fetch the network view, add and remove flow entries
in the network switches. OpenDaylight provides a RESTful

API for network management applications to perform the
above mentioned operations. The RC software uses the libcurl
library [11] to perform REST operations.

C. Data Plane Network

Our prototype network consists of 7 Hewlett-Packard (HP)
Switches (six HP 2920 series, one HP 3800 series). The
switches support OpenFlow version 1.3.

D. Software Architecture of Redundancy Controller

For this project, an RC is implemented with an 𝑥86 machine
running Linux. Each RC has at least three network interfaces
(one on the host side and two on the network side). The RC
software is divided into following modules:

∙ Network View: The network view module maintains a
current view of the network and stores the information in
the form of a database of nodes and links. The module
uses the REST API provided by OpenDaylight to fetch
the information. OpenDaylight provides the information
in the JSON or XML format; the current RC implemen-
tation supports both data formats.

∙ Path Module: The path module is responsible for finding
edge-disjoint paths between two RCs. The input consists
of a network topology represented as a list of nodes and
links, plus an adjacency list to represent current connec-
tivity among nodes. Because links are un-weighted, a
simple Breadth-First Search (BFS) from the source node
gives the shortest path to the destination node. Once a
path has been allocated, the links on that path are marked
as 𝑎𝑙𝑙𝑜𝑐𝑎𝑡𝑒𝑑. A subsequent BFS on the graph with the
same source and destination will ignore allocated links,
and will therefore generate an edge-disjoint path. Thus
using BFS and marking the state of each link as allocated
or unallocated suffices to generate multiple edge-disjoint
paths between any two end nodes.

∙ OF Flow Module: The OF flow module is responsible
for installing and removing end-to-end OpenFlow flows
in the switches using the OpenDaylight controller’s REST
API.

∙ Client Handler: Requests for redundant paths from the
hosts are handled by a client handler. The module tracks
all flows currently active in the RC. A client provides
criteria for each flow: the degree of redundancy, and an
upper bound on acceptable differential delay.

∙ Duplication and Aggregation Module: The duplication
and aggregation module handles packets flowing in both
directions. The module is responsible for duplicating
and forwarding packets that arrive from the host and
for logging the timestamp information from duplicate
packets that arrive over the network. Modules listed
above populate the forwarding rules and the information
necessary for assessing path performance. The module
uses the kernel bypass mechanism mentioned in the
previous section to handle packets at high speed.
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IV. PROGRAMMING LANGUAGE AND EXPERIMENTAL

ENVIRONMENT

For this project we use version 1.3 of OpenFlow. The
prototype network contains two RCs, each of which has two
separate connections to network switches. Having separate
physical connections to network switches allows us to establish
edge-disjoint paths between the redundancy controllers.
Figure 2 shows a screenshot of the network topology as dis-
played by the OpenDaylight controller. OpenDaylight displays
each interface on an RC as a separate “host” because our RC
appears to be a host attached to the network, and because the
RC does not act as a switch, OpenDaylight has no way of
mapping the interfaces to a physical device. To help clarify,
the interfaces that belong to each RC are circled and labeled.

Fig. 2. Screenshot of the Network Topology as displayed by OpenDaylight

V. CONCLUSION AND FUTURE WORK

We expect more mission-critical applications to communi-
cate over computer networks in the future. Reliable, timely
service is a key requirement for such applications. One way
to achieve reliability uses redundancy. This project explores
path redundancy. We have proposed an SDN-based framework
that provides path redundancy in computer networks. To meet
the goal of timely, reliable delivery, our system introduces
a new network device known as a Redundancy Controller
(RC). An RC uses SDN technology to establish and maintain
redundant paths between endpoints according to specifications
given by an application. To provide redundancy between end
hosts, an RC establishes disjoint paths through the network,
and duplicates outgoing packets so a copy can be forwarded
along each of the paths. To establish paths, RC communicates
with an SDN controller, using REST API. The RC retrieves
the current network topology, runs an algorithm that uses
the topology to compute a set of disjoint paths, and then
communicates with the SDN controller to install end to end
flows. The proposed solution is protocol-independent in the
sense that it works with an arbitrary transport-layer protocol
without any change to the protocol itself. Our project is a
work in progress. Some of the RC software modules have been
implemented, and most of the major pieces of the system are
in place. We plan to finish the software, measure performance

using the experimental facility described in the paper, and then
to extend the project to a larger network that offers a more
complex topology.
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